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(57) Abstract: The present invention provides for a centralized, preprocessing electronic messaging solution that performs value- 
added tasks to electronic messages on behalf of the ISP or the end user (USER A), before these messages arc delivered to the desti- 
nation email server (DNS). The service can detect and detain damaging or unwanted messages, such as spam, viruses or other junk 
email messages, and route electronic messages from various sources covering a variety of topics to wired (WIRED) and wireless 
(WIRELESS) destinations, apart from the intended recipient email address, in various formats. 
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VALUE-ADDED ELECTRONIC MESSAGING SERVICES 
AND TRANSPARENT IMPLEMENTATION THEREOF 
USING INTERMEDIATE SERVER 
BACKGROUND OF THE INVENTION 



5 Fidd of the lavention 

The present invention relates to electronic messaging such as email. 
Stateof the Art 

The adoption of email has occurred at an uiq^recedented pace. Of routine 
computer users, most now have or soon will have an email address- Many have 

10 more dian one email address, e.g. , one for work and another for home. Email 
offers unparalleled convenience of written communication. 

Besides ubiquitous email, another powerful trend is wireless access via a 
variety of wireless devices, e.g., cell phones, pagers, hand-held computers such as 
Pahn and Windows CE devices, etc. Service-specific email gateways allow an 

15 email message to be sent from tihe Internet to a particular wireless device. Inthe 
case of a Sprint PCS phone, for example, an email may be addressed to 
#@sprin^cs.com, where # represents the telq)hone number of the phone. Despite 
this capability, wireless messaging is greatly complicated by the feet that a person 
may have multiple wireless devices, and that at a given time, die sender has no 

20 way of knowing the person's whereabouts or preferred mefliod of message 

delivery at that time, let alone the address specifics pertaining to each gateway. 

For example, the person may be in the office, in which case desktop email 
would be preferred, on the road staymg at a hotel, in which case cell phone email 
might be preferred, or on the road away from a major metropolitan area, in which 

25 case pager email (which has nationwide coverage in die US) might be preferred. 
This situation, referred to herein as the "multiple email box conundrum, is 
illustrated in Figure 1. An mtended recipient B of an electronic message may 
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receive electronic messages through one or more wired devices and/or one or 
more wireless devices, which may include some or all of the following: an ISP 
mail account* a free web mail account, a PDA mail account, a ceil phone 
subscription, and a pager subscription. In each instance, email is delivered 
5 dxroug^ a different server or gateway connected to die Internet, i.e. , a ISP mail 
server, a portal mail server, a PDA mail server, a cellular gateway and a paging 
gateway. A message originator A may, at various times, use some or all the 
devices mentioned to send an electronic message. In the multiple email box 
conundrum, the message originator needs to know which email address to use to 

10 reach the user. In tum, the recipient must monitor all accounts and devices to 
keep track of critical information. 

Furthermore, in die case of a wireless network gateway, the wireless 
gateway will typically strip off any email attachments, usually without Bjsy » 
notification to the user. 

15 Note that, in Figure 1, wired devices may be stand-alone or LAN-based. 

In the case of stand-alone devices, connection to the Internet is typically dial-up 
access through an ISP. In the case of a LAN-based device, a server on the LAN 
may be connected to the Internet through an ISP or directly to the Internet without 
the involvement of an ISP. 

20 Neither ISPs nor wireless providers are well-positioned to offer a complete 

solution to die electronic messagmg problem. ISPs are primarily focused on new 
customer acquisition and often do not have enough users to attract wireless 
partners. In die case of wireless providers, users are generally unwilling to switch 
then- primary email address. And wireless vendors are generally unable to 

25 integrate with existing email services. 

With the widespread adoption of email, there has also occuned the 
proliferation of junk email, or "spam." Currendy, of the hundreds of millions of 
email messages sent each day, about 30% of diose messages may be expected to be 
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junk email. Figure 2 illustrates "spamming" of the user of Figure 1. Various 
companies (e.g., Brightmail Inc. of San Francisco, CA) have addressed the 
problem of junk email by providing email filtering software that attenq)ts to 
identify and discard junk ^nail. Typically, such software resides on a destination 
S email server. Sudi a solution does not scale well; i.e., installing and maintaining 
email filtering software on email servers grows increasingly difficult as the number 
of email servers multiplies. 

Because of the resources required to install and maintain an email server, 
various companies have emerged offering email outsourcing in which the email 

10 server is provided by a third party outside the organization. Email outsourcing 
off-loads the responsibility for providing and maintaining email service without 
necessitating any change in domain or email addresses. Email is retrieved from an 
ofif-site email server provided and maintained by the email outsourcmg company. 
One exanq>le of an emaH outsourcing compaigr is United Messaging Inc. of 

15 Malvern, PA. Despite such arrangements, the nmltiple email box conundrum and 
the junk email problems r^ooam. 

Accordingly, a need exists for a scalable, transparent solution to the jxmk 
email problem. Also, a need exists for a unified messaging solution, embracing 
wireless messaging, that addresses the foregoing drawbacks of the prior art. 



20 SUMMARY OF THE INVENTION 

The present mvention, generally speaking, provides for a unified electronic 
messaging solution in which individual, configurable user profiles are used to 
route and deliver electronic messages from various sources, wired and/or wireless, 
to various destinations, wired and/or wireless, in various formats. For example, 

25 the subject line of an electronic message may be sent to a user's pager, while an 
abbreviated version of the message is sent to the user's PDA having 
wireless-connectivity and the full electronic message is sent to the user's work. 
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The unified electronic messaging solution may be deployed by ISPs within the 
existing Litemet infrastructure. More preferably, scalability is greatly enhanced 
by providing (e.g., as part of a Network Operations Center, or NOC), an 
intermediate server that precedes a destination server on an electronic message 
S delivery path. The electronic messaging solution allows provides for performance 
of a variety of value-added services, such as junk email filtering, recipient-directed 
message routing, including wireless delivery to any of a variety of wkeless 
devices, rich media services such as attachment preview, etc. In the latter 
embodiment, the operator of the intermediate server therefore functions as an 
10 Electronic Messaging Service Provider (EMSP). Preferably, the intermediate 
server is inserted mto the electronic message delivery path by changing a DNS 
(Domain Name Server) entry pertaining to die destination email server. As a 
result, no new hardware or software is required for users or ISPs. Because a 
single NOC including the udermediate server can serve &r-flung geogn^hic 
regions, scalability is achieved. The ease of mserting the intermediate server mto 
the electronic message delivery path enables self enrolhnent by ISPs (Internet 
Service Providers) in a cooperative services program (that may involve revenue 
sharing), enabling effective penetration to second-tier ISPs, which are extremely 
numerous. In one mbodiment, junk email, instead of being deleted without 
notification, is posted to a user-accessible web site where it is kept for a period of 
time. A user dierefore has an opportunity to verify diat the diverted messages are 
mdeed junk email. Through the web site, a user may create a profile governing 
the forwardmg of messages. Prefisrably , the web site is accessible bodi from die 
desktop and from the wireless devices diemselves, enablmg real-time update of the 
profile by the user or by agent software. 
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BRIEF DESCRIPTION OF THE DRAWING 

The present invention may be further understood from the following 

description in conjunction willi the appended drawing. In the drawing: 

Figure 1 is a diagram illustrating the multiple email box conundrum; 
Figure 2 is a diagram ilhistrating "spamming" of ihe user of Figure 1; 

Figure 3 is a diagram of one embodiment of a unified message delivery 
system; 

Figure 4 is a block diagram of one embodimait of tide intermediate 
server(s)ofFigure3; 

Figure 5A is a more detailed block diagram of one embodiment of die 
server of Figure 4; 

Figure 5B is an alternate diagram of one embodimem of the server of 
Figure 4; 

Figure 6 is a diagram of an exemplary embodiment showing a 
configuration screen display that may be used to configure the unified 
messc^e delivery system; and 

Figure 7 is a diagram emphasizing aid user configuration and mail 
processing. 



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Referring now to Figure 3, a diagram is shown of one embodiment of a 
unified message deUvery system. The system provides for a service that allows 
the user to define where messages are routed across multiple devices, which 
portions of messages are routed to which devices, etc. The system allows for 
ready integration with an end-user's primary anail service and is end-user 
configurable. 

' ~ ~ As cbn^Med to Figure 1, ki which the electronic message deUvery path 
proceeds through the httemet dkecliy to one of a multiplicity of servers or 
gateways, in the system of Figure 3, an intermediate pre-processing service 301 is 
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inserted into the message delivery path. The intermediate pre-processing service 
301 preferably con^rises an NOC including an array of mail handling machines, a 
database, a ffle store, web servers and utility machines. The intermediate pre- 
processing service 301 is in turn connected to the various servers and gateways of 

5 Figurel, including, for example, a user's primary ISP 303, if any. Such 
connection typically also occurs flirough the Internet (305). The collection of 
servers and gateways 307 provide email access for a variety of wired and wireless 
cUent devices 309, which may include, for example, a main email system 
(typically a home or office desktop computer), a free web-based mail system (e.g., 

10 Yahoo or the like), a PDA (e.g., Pahn Vn), a ceU phone and a pager. A typical 
user wffl use two or more of the foregomg electronic message deUvery options and 
some users will use most or all of fliese options. 

By established user-defined preferences, the user is able to control the flow 
of messages to the various devices. Preferences are configured using web browser 

15 software to create or modify a user profile. User profiles are stored in a relational 
database (not shown) accessible to the mtermediate pre-processmg service. Note 
that end-user configuration may occur via any web-enabled device, either wired or 
wireless. Wireless web access may be supported using technologies 
presently-known m flie art such as Palm's "web clipping' technologies, the 

20 UPLink server suite of Phone.com of Redwood City, CA, Wireless Application 
Protocol (WAP) -enabled cel^hones, eto. 

To take a concrete example, there may be ihree email messages deUvered 
to the intermediate pre-processing service 301 for a particular user, an urgent 
message, a message firom the user's boss, and a message tmm die user's Wend. 

25 In this example, the email from the user's friend might be delivered to the user's 
main email system and to the user's free web mail system The email from the 
user's boss might be deUvered to the user's PDA. The urgent message might be 
delivered to the usct's ceU phone and l» die user's pager. 
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Figure 3 iUustrates the different manner of operation of the message 
deUvery system of Figure 3. including the intermediate pre-processing service 301, 
as compared to the conventional electronic message deUvery path of Figure 1. 
Say, for example, that user A. (e.g.. Sue@standford.edu) wishes to send a email 
5 to user B (e.g., Tom@aol.com). Sue uses an email program to create, address and 
sendflieemafl. The mail is sent from Sue's computer to Ihe local mail serv« for 
Sue's computer, which may reside on Sue's local area network or at an ISP. The 
local mail server queries a Domain Name Server (DNS) 311 to obtain.the IP 
address for Tom@aol.com. NormaUy, the local mail server uses the IP address 
10 returned by DNS to send the email to the destination email server for Tom's 

computer, (e.g., mail.aol.com). The email is then deUvered to Tom's computer. 

In one embodnnent of die present system, flje normal electronic message 
deUveiy path is broken and the intermediate pre-processing service 301 is mserted 
into die electronic message deUvery pafli. This result is easily accomplished by 
15 modifying the appropriate DNS record (such as the MX-maU exchange-record, 
for example) to point lo die intermediate pre-processing service 301 instead of die 
destination email server (e.g.. 303). In fliis manner, die electronic message 
deUvery path is modified such that die intermediate pre-processing service 301 
handles all of die electronic messages that would otherwise have been handled by 
20 the destination email server. 

Given die ease widi which die intermediate pre-processing service may be 
inserted into die message deUvery padi, die enroUment of totemet Service 
Providers aSPs) in cooperative messaging service agreements widi die operator of 
die mtermediate pre-processing service (Electronic Messaging Service Provider, or 
25 EMSP) may be automated to a great extent. For example, die ISP may visit die 
web site of EMSP, indicate assent to terms and conditions, and specify biUing 
information and a service start date. 
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Prior to the service start date, the ISP advises subscribers and arranges for 
its DNS entries to be modified qjpropriately as of the service start date. 

Prior to the start date, users are advised by email of additional available 
message center services. Each user is assigned a user name and password in order 

5 to access a message carter web site. When the user first visits die message center 
web site, the user creates a profile that will be used diereafter to select and 
configure value-added service (e.g., junk email filtering and virus checking) and to 
control message delivery. Within die profile, die user may designated a particular 
email server as the user's main email system. Profiles place users in control of 

10 dieir mail experience. Alternatively, A service provider can create a default 

profile of services and die user can visit die message center web site to modify die 
de&olt configuration. 

When die intermediate pre-processmg service 301 receives an email, it look 
ups the addressee's user profile. The intermediate pre-processmg service flien 

15 performs value-added processing of die message. For exaiiq)le, the intermediate 
pre-processing service may apply user-selected junk email fUters and user-selected 
virus checkers for checking attachments. Junk-emaH blocking may be based on 
botii content and IP routing mformation. "Clean" email is deUvered to die user's 
mail server as normal. Suspect messages, mstead of being deleted widiout 

20 notification to die user, is held in a quarantine area, and die user is notified. The 
user can dien, if desked, download messages flagged as suspect by accessing die 
message center web site. 

Alternatively or m addition, die mtermediate pre-processing service may 
deliver to die message to one or more wnreless devices in accordance widi die user 

25 profile, e.g. , by forwarding die message to one or more servers or gateways 307 
die addresses of which have been specified by die user in die user's profile. Prior 
to forwarding die message to a server or gateway, die intermediate pre-processing 
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service 301 may perform any accessary reformatting to meet the requirements of a 
particular recipient device. 

In general, a user may configure an arbitrary number of conununication 
"channels,* each channel including a destination and, optionally, one or more 

5 message modification procedures mcluding filters, reformatters, etc. diat may 
affect message presentation, be required for message transport, etc. 

The intermediate pre-processing service 301 may perform myriad other 
types of services. One example of such services involves certain attachments, 
e.g., rich media items such as MP3, JPEG, MPEG, etc. Such items are notorious 

10 "bandwidth hogs'* and can easily clog up die message delivery system. Rather 
than simply delete such items, however, the intermediate pre-processing service 
301 allows such items to be intelligenfly managed. One option is to treat rich 
media m likse manner as junk email. That is, rich media items, instead of being 
delivered wilii the email messages to which they are attached, are delivered to the 

15 message center web site, and the user is notified. The user can dien view/play or 
ignore die items as desired. 

Another option is to produce replacement attachments, i.e., "thumbnail" 
versions of the rich media items. An option may be provided for the original full 
attachment(s) to be delivered to the user with a subsequent system-generated email 

20 message. For example, a link may be embedded in the thumbnail along with 

appropriate text advising die user to click on die link to receive the full attachment. 
In one embodiment, clicking on die link takes die user to a complete, high 
resolution image residing in die user's personal message center. 

Note diat the functionality of die intermediate pre-processmg service may 

25 be implemented at ISPs raflier tiian at a central NOC widiout any sacrifice of 
functionality or any noticeable effect on die end user. In diis instance, DNS 
information remains unchanged. In this scenario, however, ISPs must be 
persuaded to invest in additional hardware and/or software. 
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Referdng to Figure 4, a generalized block diagram is shown of one 
embodiment of the intermediate pre-processmg service 301 of Figure 3. One or 
more messaging servers 401, e.g., email servers, are provided, realizing a receive 
and store function 403 and a forward function 405. The forward function 
incorporates various value-added services sudi as filtering, formattmg, routing, 
multicasting, etc. Due to die multicasting feature of the forward block 405, a 
single incoming message may result in die forwarding of some greater nmnber of 
outgoing messages. 

The forward block 405 communicates with storage 407, which may mclude 
one or more relational databases or file servers. Storage 407 mcludes profile and 
local DNS information 409 for each subscriber, as well as a "quarantine" area 411 
for Storing filtered messages, e.g., messages determined to be unfit to forward. 
Subscribers are provided access to storage 407 flirough one or ntore wd) servers 
413, allowing subscribers to configure tiieir profiles, view filtered messages, ete. 

Referring to Figure 5 A, a more detailed block diagram is shown of tiie 
intermediate pre-processmg service 301 in accordance with an exemplary 
embodiment of the invention. Multiple hosts are defined on botii die inbound 
mail server and die outbound mail server. Each host runs a copy of an appropriate 
mail program such as FreeBSD Qmail. In one alternate embodiment, a machine or 
a cluster of machines operates as a mail-receivmg machine and a mail-delivering 
machine. This machine will accq)t a connection bom a sendmg SMTP server and 
begin receiving data. Sunultaneously, die machine will begin receiving die 
message data, querying die database for a specific user configuration, processing 
messages based on configuration, opening a connection to a receiving SMTP 
server, and delivering it. Standard mail server software is not required for fliis 
alternate embodiment. 

Incoming mail is routed to an available host by a load balancer 505, or 
load-sharing switoh/router, of a type commonly available fi:om Cisco and odier 
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network equipment manufecturers. The server cluster 501 can include a server 
running a relational database management system such as Oracle, for ejcample. 
The host queries the database to identify the user and user preferences. The host 
then processes the message as specified in fee user profile. For spam checking, 

5 each host runs a copy of an appropriate spam filter. Virus checking can be done 
using a virus scanning application such as lhat available fix)m Trend. 

Good emails are addressed with one or more addresses m accordance wiih 
mformation specified m the user profile and sent to the ouflwund mail server 
cluster to be sent out. To deliver a message addressed to user@isp.com, our 

10 intermediate preprocessing lookup service looks up user@postim-mail.isp.com and 
delivers This allows the ISP to update the final deUvery location without requiring 
the iiitetmediate preprocessing service to make any changes. The emaU is sent to 
the ISP mail server 51 1 and possibly to other servers or gateways m accordance 
widi the user profile. 

15 Bad emails are saved "in quarantine" on a message center web site, and a 

notification email is sent to the user. In the iUustraled embodiment, the inbound 
mail server cluster is connected to a file store 521. The file store is in turn 
connected to a web server 523. When a user logs on to the web server, a web 
page is displayed that includes a link for displaying a summary of quarantined 

20 messages and/or attachments. By cUcking on a selected item, the user is able to 
view tiie item and, depending on the attachment type, may be able to view the 
attachment. If the user so chooses, the user may be allowed to download an item 
suspected to contain a virus after the User has been given appropriate wammg. 

Figure 5B shows an alternate diagram of a system of die present inventioiL 

25 Figure 6 shows an example of a web form screen display fliat may be filled 

out by die user to configure message delivery for that user and subsequenfly 
modified to modify die configuration. In the example shown, a subseipient screen 
display is shown after one of the mail filter items is selected. 
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In accordance with a further feature of the inventioii, devices may be 
provided witii a background software routine that periodically notifies the 
messagiiig system, automatically, of the time of last user input to the device. This 
information may be used to dynamically route messages to increase the likelihood 
of early receipt by the user. For example, a user may specify messages to 
normally be delivered to the user's cellphone between the hours of 8-9AM, 
12-lPM and 6-7PM, and to the user's work between the hours of 9-12AM and 
1-6PM, in accordance with the user's normal routine. On a particular afternoon, 
however, the user may be away torn die office and may have used his/or her 
cellphone to receive or make one or more calls, or to access information, etc. If 
die user has selected a "find me" configuration option, then this usage information 
may be used to mtelligenfly route messages to die user's cellphone, for example. 

The value-added dectronic messagmg system detailed in the foregoing 
descrq)tion provides an elegant solution to die multiple email box conundrum. 
User-centric in design, die system is end-user configurable and uses an intuitive 
web metaphor. Based on a scalable architectore, die system works widi existing 
email accounts and does not require hardware or software integration. 

Figure 7 is a diagram of one embodiment of the system of die present 
mvention emphasizing end user configuration and mail processmg. 

It will be appreciated by tiiose of ordinary skill in die art diat die invention 
can be embodied m odier specific forms wifliout departing from die spirit or 
essential character diereof. The presendy disclosed embodunents are dierefore 
considered in all respects to be illustirative and not restiictive. The scope of die 
mvention is indicated by die appended claims raflier dian die foregomg description, 
and aU changes which come witiim die meaning and range of equivalents diereof 
are intended to be embraced therein. 
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Wbat is claimed is: 

1. A metbod of providing electronic messaging services, comprising: 
storing a user profile; 

receiving an etectronic message addressed to the user; and 
5 based on die user's profile, performing value-added processing of 

the electronic message. 

2. The method of Claim 1 , wherein value-added processing comprises 
sending to a user less flian all of the electronic message. 

3. The method of Claan 1, wherem value-added processing comprises 
10 muWcasting at least a portion of the electronic message to destinations specified in 

(he profile. 

4. The mediod of Clahn 1, wherein different portions or versions of 
die electronic message are deUvered to different destinations. 

5. The metiiod of Claim 1, wherein the user profile is end-user 
IS configurable. 

6. The method of Claun 4, wherem tixe destinations mclude at least 
one wireless device. 

7. The metiiod of Claim 6, wherein die destinations niclude multiple 
.wirdess devices. _ 
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8. ThemediodofClaiml, wherein the value-added processing 
includes at least one of junk email filtering and virus detection. 

9. The meAod of Claim 1, wherein ttie vahie-added processing 
includes delivering at least some of the electronic messages to one or more 
wireless network gateways. 

10. The method of Claim 1 , wherein the value-added processing 
includes: 

identifying a media part of an electronic message; and 
substituting different electronic content for die media part. 

11. The mediod of Claim 1 , further comprising: 

causing an mterme^te pre-processing service to be inserted into an 
electronic message deUvery path such that electronic messages addressed to 
a destination email server or gateway are handled by flie intermediate pre- 
processing service; 

the intermediate pre-processing service performing value-added 
processing of at least some of the electronic messages; and 

delivering at least some of the electronic messages to the destination 
email server or gateway, or delivering at least some of die electronic 
messages to a destination odier than die original address, based on 
configurations as defined by an end user. 

12. The method of Claim 1 1 , wherein causing die mtennediate pre- 
processing service to be inserted comprises modifying a DNS entry pertaining to 
the destination email server or gateway. 



woo: 
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13. The method of Claim 12, further comprising displaying 
self-enroUment information on a web page, wherein an operator or agent of the 
destination email server or gateway causes the intermediate pre-processing service 
to be inserted into the electronic message delivery pafli. 

14. The method of Oaim 1 1 , wherem the value-added processing 
includes at least one of junk email filtering and virus detection. 

15. The method of Claim 14, further comprising: 
identifying suspect email messages; and 

storing but not delivering the suspect email messages. 

16. The method of Claim 15, further comprismg a user accessing a 
server to mspea suspect email messages addressed to tliat user. 

17. The method of Claim 11, wherein the value-added processing 
includes delivering at least some of the electronic messages to one or more 
wireless network gateways. 

18. The method of Claun 17, further comprising, prior to delivering an 
electronic message to a wireless network gateway, performing modification of the 
electronic message. 

19 The method of Claim 1 1, wherein the value-added processing 
mcludes: 

identifying a media part of an electronic message; and 
substituting different electronic content for the media part. 
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20, The method of Claim 13, wherein the different electronic content is 
derived from tiie media part. 

21 . The method of Qaim 20, wherein the different electronic content is 
descriptive of the media part. 

5 22. The me&od of Claim 21 , fiiriher comprising, in response to a user 

action, delivering at least a portion of die media part. 

23. An electronic message delivery system, comprising: 
means for storing a user profile; 

means for receiving an electronic message addressed to the user; 

10 and 

means for, based on the user's profile, performing value-added 
processing of the electronic message. 

24. The apparatus of Claim 23, wherein value-added processing 
comprises sending less than all of the electronic message. 

15 25. The apparatus of Claim 23, wherein value-added processing 

comprises multicastmg at least a portion of die electronic message to destinations 
specified m the profile. 

26. The apparatus of Claun 23, wherein different portions or versions 
of die electronic message are delivered to different destinations. 

20 27. The apparatus of Claim 23, wherem die stored user profile is end- 

user configurable. 
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28. The apparatus of Oaim 26, wherein the destinatiom include a 
one wireless device. 

29. The method of Claim 28. wherein the destinations inchide taoMgle 
wireless devices. 

5 30. The i^paratus of Claim 23, comprising: 

a destination email server or gateway ; 
an intermediate pre-processing service; and 
a domain name server that, in response to a lookup on an electronic 
message address belonging to the destination emaU server or gateway, 
10 returns an address of the mtermediate pre-processing service; 

wherein the intermediate pre-processmg service performs 
value-added processing of at least some of the electronic messages 
addressed to die destination email server or gateway, and delivers at least 
some of the electronic messages to the destination email server or gateway. 

15 31 . The apparatus of Claim 24, wherein die value-added processing 

iiKludes at least one of junk email filtering and vkus detection. 

32. The ^iparatus of Claim 23, further coirprising means for delivering 
at least some of llie electronic messages to one or more wireless network 
gateways. 

20 33 . The apparatas of Claim 30, wherein flie value-added processing 

includes at least one of junk email filtering and vkus detection. 
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34. The apparatus of Claim 31, further comprising: 

means for identifying suspected junk email messages; and 
means for storing the junk email messages. 

35. The apparatus of Claim 23, further comprismg means for delivering 
5 at least some of the electronic messages to one or more wireless network 

gateways. 

36. The apparatus of Claim 23, further comprising means for 
identifying a media part of an electronic message and substituting different 
electronic content for the media part. 

10 37. The apparatus of Claim 23, further comprismg means for, prior to 

delivering an electronic message to a wireless network gateway, performing 
modification of the electronic message. 



38. The apparatus of Claim 30, further comprising means for 
identifying a media part of an electronic message and substituting different 

iS electronic content for the media part. 

39. The apparatus of Claun 37, wherem the different electronic content 
is derived from the media part. 

40. The apparatus of Claun 39, wherem the different electronic content 
is descriptive of die media part, 

20 41. The apparatus of Claun 40, further comprising means for, in 

response to a user action, delivering at least a portion of the media part. 
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42. A server for performing value-added processing of electronic 
messages, comprising: 

means for receiving an electronic message addressed to a user; 
means for retrieving a profile for said user; and 
means for, in accordance with said proiBle, performing value-added 
processing of tbe electronic message. 

43. The apparatus of Claim 42, further comprising: 
means for identifying suspect email messages; and 
means for storing the siispect email messages. 

44. The apparatus of Claim 42, further comprising means for delivering 
at least some of the electronic messages to one or more wireless network 
gateways. 

45 . The apparatus of Claun 42. fiirther comprising means for, prior to 
delivering an electronic message to a wireless network gateway, performing 
modification of the electronic message. 

46. The apparatus of Claim 42, further comprising means for 
identifying a media part of an electronic message and substituting different 
electronic content for the media part. 



20 



47. The apparatus of Claim 46, further comprising means for, m 
response to a user action, delivering at least a portion of the media part. 
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48. A method of distributing electronic messages, comprising: 
receiving electronic messages at a server; 

based on an address of die message, retrieving a stored user profile; 

and 

based on the stored user profile, forwarding at least a portion of the 
electronic message to one or more selected destinations firom among 
multiple destinations. 

49. The method of Qaim 48, wherein the selected destination is a 
wireless device. 

50. The metiiod of Claim 48, fiarther comprismg die user creating or 
updating the profile using web browser software. 

5 1 . The mefliod of Claim 50, wherein the web browser software runs 
on a wireless device. 

52. The method of Claim 48, wherem die server is an intermediate pre- 
processing service, and die multiple destinations include a destination email server 
or gateway. 

53 . The method of Claim 52, wherein the intermediate pre-processing 
service is inserted into an electronic message delivery path of die destination email 
server or gateway by modifying a DNS entry pertaining to die destination email 
server or gateway. 
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54. The method of Claim 53, wherein the intermediate pre-processing 
service performs value-added processing of at least some of die electronic 
messages addressed to the destmation email server or gateway, and delivers at 
least some of the electronic messages to die destination email server or gateway. 

5 55. An electronic message delivery system, conq>rising: 

a server; 

a database accessible to the server havmg stored dierein for each of 
multiple users a proffle specifyiag multiple destinations for electronic 
messages addressed to that user and under what circumstances an electronic 
10 message is to be forwarded to a particular destination; and 

software allowing a user to create or change the user's profile using 
web browser software* 

56. The apparatus of Claun 55, wherein the web browser software runs 
on a wireless device. 

15 57. The apparatus of Claim 55, wherein the destinations include a 

wireless device. 

58. The apparatus of Claim 55, wherem said server is an intermediate 
server, further comprising: 

a destmadon email server or gateway; and 
20 a domain name server that, in response to a lookup on an electronic 

message address belonging to the destination email server or gateway, 
returns an address of the intermediate server; 

wherein the intermediate pre-processing service performs 
value-added processing of at least some of the electronic messages 
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addressed to the destination eniail server or gateway, and delivers at least 
some of die electronic messages to the destination email server or gateway. 

59. The £^paratus of Claim 58, wherein die value-added processing 
includes at least one of Junk email filtering and virus detection. 

60. A computer-readable medium containing instructions for causing a 
computer system to perform steps comprising: 

receiving an electronic message addressed to a user; 
retrieving a stored user profile; and 

based on the user's profile, p^orming value-added processing of 
the electronic message, including distributing the electronic message 
fhiough one or more user-specified channels. 

61 . The apparatus of Claun 58, wherem the stored user profile is end- 
user configurable. 

62. The apparatus of Claim 60, wherein each channel comprises a 
user-configurable destination. 

63. The 25>paratus of Qaun 62, whaein at least some channels 
comprise a user-configurable message modification operation. 
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